coact
1)

Vulnerability Disclosure Statement

At CoAct, maintaining the security and privacy of our users and systems is a top priority. We
value the contributions of security researchers and the wider community who help us
identify potential vulnerabilities. To ensure that vulnerabilities are reported responsibly and
handled efficiently, we have created this vulnerability disclosure statement.

Reporting a Vulnerability

If you discover a vulnerability in our systems, products, or services, we encourage you to
report it as soon as possible. Please adhere to the following guidelines when reporting:

e Email: Send the details of the vulnerability to [mail@coact.org.au].
e Subject Line: Include "Vulnerability Report" in the subject line.
o Details: Provide as much information as possible, including:
o Description of the vulnerability
o Steps to reproduce
o The potential impact
o Any proof of concept (if available)
We will respond to acknowledge receipt of your report within [7 business days].
Safe Harbor
We ask that you follow these principles when testing and reporting:

e Do not exploit the vulnerability: Only test on systems you are authorized to test. Do

not attempt to access or modify any data beyond what is necessary to demonstrate
the vulnerability.

e Do not publicly disclose: Please refrain from publicly disclosing the vulnerability until
we have had an opportunity to address it.

e No Disruption: Ensure that your testing does not cause any interruption or
degradation of our services.

e No Brute Force: Avoid testing methods like brute-force attacks or any other type of
denial-of-service attacks.

What to Expect from Us

Once a report is submitted, we aim to:
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Acknowledge receipt within [7 business days].
Triage the report and assess the severity of the vulnerability.
Collaborate with you to understand and resolve the issue.

Keep you informed: We will provide updates on the status of your report and any
planned fixes.

Credit: We may publicly acknowledge your contributions, with your consent.

Legal Commitments

We are committed to ensuring that responsible security researchers can report
vulnerabilities without fear of legal repercussions. As long as you adhere to this statement
and act in good faith, we will not take legal action against you for your findings.

Thank you for helping to keep CoAct and our users safe!

Note : - Please note that we do not compensate individuals or organisations for identifying
potential or confirmed security vulnerabilities.



